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ABSTRACT

The applications of group computing and communication motivate the requirement to provide group access control in mobile ad

hoc networks (MANETs). Due to the dynamic membership and lack of centralized trusted authority, they make access control more

challenging in MANETs. Recently, several researchers have proposed group access control schemes in MANETs based on a variety

of threshold signatures. However, these schemes cannot actually satisfy MANETs’ dynamic environments. This is because the

threshold-based schemes cannot be achieved when the number of members is not up to the threshold value. Hence, by combining

the efficient elliptic curve cryptosystem, self-certified public key cryptosystem and secure filter technique, we have proposed dynamic

access control schemes based on highly flexible hierarchical clustering for MANETs. In this thesis, the proposed schemes can

constantly accomplish secure group access control only by renewing the secure filters of few cluster heads, when the group

membership changes. In other words, data are only accessed by authorized users, and cluster heads at some level of the hierarchy

can get the keys of members below them in the hierarchy.
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