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ABSTRACT
Recently, as the technology of Internet spread fast, all users have emphasized on information security issues. Thus, more and more
security schemes have been developed and applied in various environments, in order to effectively ensure that the information can be
securely transmitted via the network environments. Moreover, most of these schemes must satisfy at least two security requirements,
including userd authenticationd anddJ datall confidentiality. To do so, we use password-based mechanisms because they are
popular with users, cost-efficient, easy to use. However, if current schemes are used in multi-server environments, then
authentication messages must be stored in the server side, which are easily vulnerable to a variety of attacks. Most of approaches
employ the public key cryptography or one-way hash function with smart card to solve this problem. Unfortunately, these
approaches don’ t mention how to effectively add a new server to the system to provide service. Therefore, we propose a smart card
based dynamic multi-server password authentication scheme using Bilinear Pairing and Newton interpolating polynomial, which has
characteristics of high efficiency and security. Specially, we affirm that our proposed scheme will be able to save lots of costs when a
new server is added and deleted.
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