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ABSTRACT

With the popularity of WLAN (Wireless Local Area Networks) they provide users with a lot of convenience such as ease of

integration and setup. These properties make people rely on WLAN. But the security of WLAN needs more considerations than

traditional networks, because of WLAN transmission is easy to be intercepted by hackers. The common method of defending WLAN

is to use an intrusion detection system, but in such a way there are two defects: (1) it is unable to detect unknown attacks; (2) its false

positive is too high. This study constructs and then tests several wireless honeypot, including the modes of low-interaction,

high-interaction and hybrid. We also develop a data analysis module to analyze all possible intrusions completely, and use the

honeyd tool to act fake AP to capture the malicious behavior of intruders, in order to reduce the false alert rate. Besides, the

proposed system can generate reports for reference to administrators. Fi-nally, we develop a Linux Live CD for constructing the

wireless honeypot quickly.
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