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ABSTRACT

As the popularization of internet, in order to protect system and communication security, users use some network communication

encryption schemes to protect data from being stolen when transmitting data across computers, such as: SSH and SSL. To protect

networks from malicious attacks, different security gears has been developed for different environments, such as: firewall,

vulnerability scaning, honeypot and intrusion detection systems. Although vulnerability scans can detect what kind of attacks the

network will be explored to, but when hackers or internet virus actually attack, firewall and intrusion detection systems sending

alarm signals to administrators, false alarms or misuse detection will occur due to outdated or lack of patterns, and the early warning

system could not be fully functioned. If honeypots can be collocated to obtain the characteristics of attacks of hackers or virus

originators, it can certainly help administrators to increase the security of networks and systems. According to current most literature,

honeypot is an independent high-interactive or low-interactive environment, so experienced intruders can detect whether it is a

honeypot environment by the ICMP response time or by giving advanced commands (such as hash command of FTP) when

connected to servers, and therefore choose whether they keep attacking or leave. As for administrators, data collected by honeypot

sometimes are too complicated to effectively perform intrusion analysis. Thus, this research validates attack characteristics data

collected by honeypots with vulnerability scanned results after preprocessing procedures based on hybrid environments. Moreover,

the system can notify administrators by e-mails when intrusion characteristics, to allow administrators to realize the occurrences of

attacks in an earlier phase.
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