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ABSTRACT

With the development of information technology and the prevalence of the Internet, conventional paper medical records can be

recorded into computers and be read by others via the Internet. General people have also gradually paid more attention to the

protection of personal data and privacy. However, most medical information include patient records involving personal rights. So, to

assure the portability and confidentiality of electronic patient records during the transmitting process is surely an important topic.

Currently under the regulations by Taiwan National Health Administration, there is a clear rule over the exchange of electronic

patient records among medical organizations. Nevertheless, it calls for a definite guideline over the exchange among medical,

non-medical organizations and patients. To compensate for the situation, this study integrates TMT electronic patient records into

self-certified public key cryptosystems of elliptic curve cryptosystems and smart cards. The purpose is to set up a security scheme for

exchanging electronic patient records among non-medical parties based on smart cards. This study aimes to solve the portability and

confidentiality problems while electronic patient records are exchanged among medical, non-medical organizations and patients.

With the scheme in practice, it will also eliminate the inconvenience of getting patient records proof caused by the current

mechanism.
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