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ABSTRACT

Wireless Local Area Networks (WLAN ) provide the demand for information ap-plication in the mobility and the convenient capital

for users. At the same time, users must to face the variance in the former information security risk. When the network administrator

carries on the WLAN security protective measure, usually to face the fol-lowing two questions generally: First, vulnerability detecting

jobs are consuming the massive system resources and the audit manpower cost in enterprise; Second, under the WLAN

environment, client nodes are variation frequently, and causes the wireless ac-cess point and the user auditing faced with the huge

challenge. Therefore, this thesis proposes WLAN security schemes with highly secure and forecasting capability, it might

simultaneously avoiding in client nodes are variation frequently that having the secure impact in WLAN environments, simplifing

and reducing in auditing the unau-thorized AP that needed the network specialized knowledge and the manpower resource in the

enterprise to organize, automating detect the users’ legitimate life which using the wireless network service, and forecasting and

evaluating the risk of rank for a session key. Especially, users could estimate if he needs to regenerate a session key, depending on the

forecasting result of the risk of rank for it. In such a case, this schemes cannot only reduce the operation resources of key generating,

but also avoid the user to renew session key frequently. We affirm that the proposed schemes can provide the enterprise to achieve a

highly secure, convenient and low-cost solution for WLAN.
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