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ABSTRACT
User identity concealment in UMTS mobile networks is an important research topic. Under some situations, the IMSI (International
Mobile Subscriber Identity) of an user is conveyed in clear text over the wireless interface in UMTS mobile networks. In another
word, UMTS is unable to reach the requirement of user identity confidentiality. The UMTS user's identities are possibly stolen and
usurped. In order to improve the problem of user’ s identity that is conveyed in clear text in UMTS mobile networks air interfaces,
we introduce a method to improved user's identity confidentiality. The method is called ICM (Integrated Confidentiality
Mechanism). We integrated RSA public key encryption algorithm with MD5 algorithm into ICM. In ICM, RSA is applied to IMSI
encrypting. ICM also use MD5 to produce MT (Mobile ticket). The MT is used in the subsequence authentication process instead of
TMSI (Temporary Mobile Subscriber Identity). ICM method also achieve two-way authentication under the restrictions of lack of
great computing capability and energy. ICM make mobile users information to be untraceable and can't be distinguished. ICM
improve the concealment of user's identity and offers better user's identity confidentiality. Finally, the cost of ICM is low, because
ICM only make a minor change of UMTS mobile networks.
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