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ABSTRACT

By introducing the Internet, it will increase the value of information, but cause security issues of organizations. People use firewalls,

antivirus software, and intrusion detection systems (IDSs) to ensure secure network environments. However, as network traffic

increases, intrusion detection alerts produced by IDSs are increasing exponentially. It is very difficult to manage the amount of alerts.

Therefore, this thesis presents an alert correlation scheme using user behavior analysis. We can make alerts produced by IDSs

readable based on enhanced similarity functions, and the proposed scheme can produce more meaningful information to network

administrators. In other words, it can make alert analysis more convenient and reduce the management overhead drastically.

Furthermore, this thesis also develops a practical system to validate the feasibility of the proposed scheme.
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