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ABSTRACT

With the rapid development and prevalence of Internet, more and more hackers rampant on the cyberspace invent out much more

diverse and complex intrusion techniques. According to the bugs or defects of Linux and Windows operating systems, hackers can

develop a great diversity of malicious software such as virus, worm, Trojan horse, backdoor, and rootkit. How to maintain a secure

computing platform and avoid intrusion from hackers becomes a very crucial issue nowadays. Most host-based intrusion detection

systems (HIDS) find out attacking evidences by filtering or auditing the operating system logs. However, hackers can place rootkits to

get the root access right or leave backdoors, which let hackers intrude the system and change the system programs again. In such a

way, administrators usually have little clue to detect it out. Consequently, this thesis focuses on the Linux system administrator‘s

point of view to check out if the operating system has been placed a user mode rootkit. The proposed detecting mechanism is to

employ the Chkrootkit tool to detect out the known rootkits, and then in terms of its intrusion characteristics, examine the integrity

of system files by the Tripwire tool. From the database, we can first find out the abnormal items caused by the metamorphic rootkits,

and then compare with the previously gained abnormal items generated by the known rootkits to find out metamorphic rootkits.

Finally we also simulate the proposed detecting scheme to validate its feasibity.
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