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ABSTRACT

This paper proposes a technique to improve the security of VoIP. The proposed method applies both the voice sample inter-leaving

and the payload encryption to protect the voice content. Because the proposed method slices the digital voice data and rearranging

their order according a pseudo random number, the voice is hard to be recognized while they are captured by the third parties. In

addition, the payload was encrypted by DES encryption algorithm to prevent the important voice data are vulnerable to Internet

hackers. In order to control the delay, the proposed method use 64 bits DES encryption. The double protections make sure that

important voice message hard to be eavesdropped. In short, this paper provides a real-time voice data security and packet payload

encryption to RTP. The proposed approach is verified by software simulation and statistical measures on a testing voice data. The

numeric result shows that it outperforms other methods in delay and security level.
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