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ABSTRACT

At present, most of intrusion detection systems still existing excessive fault alerts problems, including high false positive and low

detection rate. These erroneous alerts will let system managers take efforts to handle. Hence, how to enhance the detection ability is

an important issue in computer security. The thesis proposes an intrusion detection system based on the combination of association

rules and frequency episode rules. Firstly, we use the fuzzy clustering technique to cluster network packets. Secondly, we also mine

the possible rules using the fuzzy association rule technology from each cluster in order to discover single intrusion attack. Besides, on

the purpose of discovering the intrusion phase and order, we further mine fuzzy frequency episode rules to discover the multiple

serial relationship from each cluster. Finally, we construct the rules into normal and abnormal rule database, respectively. The

contribution of the proposed schemes is to accelerate the detection rate of the single intrusion or multiple intrusions by using the

fuzzy data mining technique. In this thesis, we also implement the proposed schemes to validate their feasibility.

Keywords : Intrusion Detection System, Data Mining, Fuzzy Theory, Clustering Technology, Association Rules, Frequency Episode

Rules
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