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ABSTRACT

With the growth of Internet technology utilization, hackers can take advantages of security holes of the systems and protocols to

develop some complex and various intrusion skills, such as denial of service attacks (DoS), virus attacks and Trojan horse attacks. A

covert channel has been always playing a role in bridging these intrusion skills, especially in Trojan horse. Because all the packets

produced by covert channels are to employ the standard protocol specifications, these legal but furtive packets are hard to be

detected by firewalls and intrusion detection systems. Although many researchers have noticed this problem and have been

interested in exploring intrusion prevention, few of them have focused on studying network packets which are legal but furtive

negligence. Therefore, the purpose of this thesis is to distinguish the differences between legal and covert channel packets based on

covert channel characteristics, including the properties of protocols, packets specifications and related linkage information. This

thesis uses a two-step clustering method to deal with the normal and abnormal packets using DARPA dataset and four kinds of

covert channel software tools. These experimental results could be further a practical reference for developing the covert channel

detection system.
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