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ABSTRACT

An authentication scheme is often used to verify the user’s identity. In tradition, the user’s authentication message is stored in the

server, which is easily vulnerable to stolen the verifier attack and modification attack. Most of approaches employ the public key

cryptography or one-way hash function with smart card to remove the verification table. The public key cryptosystem may offer high

security level, but its implementation and computational costs are higher than those of one-way hash function. In a multi-server

environment, it is inconvenient that users have to register many times and memorize a lot of passwords. Once a new server is added,

the update costs are plentiful. We propose a smart card based multi-server authentication scheme using the elliptic curve

cryptosystem (ECC) and Newton interpolating polynomial. Our scheme provides the following features: (1) the users only need to

register once. (2) The servers are without the verification table. (3) Mutual authentication is achieved. (4) The system can delete the

overdue user. (5) The users can freely choose their own passwords. (6) Only few update cost is required when a new server is added.

(7) The proposed scheme can generate the session key shared between the user and server after the user passes the authentication by

the server. In summary, our proposed scheme is an efficient and secure for multi-server environments.
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