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ABSTRACT
Based on the theory of corporate governance, the thesis develops the information security balanced scorecard for the benefit of
fulfilling the information security management system (ISMS). On the purpose of achieving the mission and the maximum value of
the stakeholders, we make ISMS more effective by the character of balanced scorecard which turns the strategy into motive program
that tightly combines information security policy, the recognition of whole employees, and the culture and process of business
management by core strategy to reach the corporate information security governance system. In order to evaluate whether the
compliance of employees follows the information security practices, we solve the problem which the information security
management system cannot completely do it well in a corporate using the information security balanced scorecard and strategy map.
According to interviews with several domain experts, the thesis further shows that this strategic management framework is useful to
raise the level of information security to protect the privacy of the clients and the demand of teaching and research, and also
concerned about management performance. In summary, the thesis helps some medical center to construct the information security
balanced scorecard and strategy map based on the theory of case study. Through detailed interviews with domain experts, the thesis
also shows that the proposed strategic management framework can efficiently strengthen the information security management for
the medical center to accomplish the purpose of sustained management.

Keywords : Information Security ; Information Security Management System ; Balanced Scorecard ; Strategy Map ; Corporate
Governance

Table of Contents
D000 000 000Wooon0iv0oOo0O0vOOviiOOviiOOO xi0O0 xiOO0O OO cvieveieieieieieseeseeens 1
110000000 .. 1120000 e, 4130000 e, 5000 000
O e 7210000 e, 721100000000 .. 122200000
O e 14221000000000 i 1522200000000000 . 212230000
OO0000 . 21230000 e, 23231000000 e, 2523200000
O e 302330 0000000000000 ... 3323400000000—BS7799............... 402350
O0000 e, 4424000000 e, 50241000000000 .. 512420000
O000000 .. 522430 00000000 .. 56 25 00000 e, 5925100000
000000000000...592520 000000 wieieieieenne, 622530 000000000 .. 67 2.5.4
0000000000 ... 000 0000000 e, 72310000 e, 723110
OO0 e 723120000 e 73320000 i, 7632100000
[ TP 77322000000 e, 78323000000 i, Nnooooog
e, 834100000 e 834.110000000000O ciiieeirirens 84412000000
O000 . 86420 000w 89421000000000 i, 9042200000
O e 91430000 i, 9843.1000000000 ciiiiernnn, 9843200000000
O e 1004330 000000000 .. 103440 000000000000000000O.10444.10
000o000ooooood..... 104442000000000 .. 109450000 e, 11145.1
OO00 e, 11245200 e 120000 00000 e 12151000
O e 121520000 e, 12453000000 e, 126000
L e 127
REFERENCES

O0OO0OO 0000 1Clyde, R.AD020020000000000000000000O0ONoOv.4,2002,046-470 2000020020000
gboboooooboboboboobooobooboobobobooboooboboobOobob2c000b1126001360 30000000



00000000000000004000000000002001000000000000000000D0O0O00DOOOODOO
000000 5000000002001000000000000000000000000000O0O0O0OOOO 6000002000
0000000000 000000000000000000 70000200300 000000000000000D00O0O 8000
ooooo0300000000000000000000000000000O00D00O00DOO0O0O00O0O1-190 9000 0O 2002
0000000000 00oooooooooi00000014000000000000000000000O 11000020010
0000000000 o00ooo00o0o0—-00000000-000000000-00000000000000D0000000
01860001260 12000020020 0000000000000000000000O0O00O00O0O0DO19800026-320 13000
01960 00000000000000000000000000000010000200021400 1400001997000000
000000000o00000oo00o0400010007-170 1500002000 00000000000000000000000
000000002000 0000000000000000000O0O0DO0DODDODDODDOOOOOOOODOOOOO0OO114-1250 170
gOd0fdz20010 000000000000 0000000DOD0O00OO000ODODO0O0ODOO0O0DOOO-220 180000000
019990 000000000000000000000D0DO0000O000DO0O0O0DO1e5-1720 1900000000 20010000
0000000000000 000000000D0000DO0000000DOO00DOO00200000000200200000
0000000000000 000000000000000000D02002001-420 2100001990 00000000000
O000-0000000000000000000000113000190 2200002000 000000000000000O0-00
O0000000000000000019400085-900 2300 0000000200000 0000000000000O00DODOO
0020000000000002010000000000000000000000000D0OC0O00OOO0O0ODOOOODOOO
O0000000000000000000000049-790 2500000000000 02001000000000000000O0
0000000000000 0000000000000000000000000000000D0 DO O080-1040 2600 OO 20010
0000000000000 00000000oo00oo0000o00o0oo00oDoo0oooo 27ro00o200C000000
0000000000000 0. 00000000000 000000000000000000 28000020030 0000000
000000000000000000000000000000000 29000020030 00000000000000000
00000 30000020000000000-000000000000000000 310000000020030 00000
0000000000000 0—-00000000000000000000000000000 3200001997000000
O00000000o000o0ooooD400010001-60 3300002002000 0000000000000000000O00OO
0003400002000 000000000000000000020000048-540 35000020040000000000000
000000000—-000000000000000000022100053-580 36000020040 0000000000000
J00000-0000000000D0D0D0D0O0O0O0DbDbO22100048-520 370000200000 0000000000000004
OO00000O0Ooz0008000 3800002002000 000000000000000DO00O0ODO0OOODODOO0O3000
019990 000000000000000000D000D0D0000O000DOO00DOD 40000020010 0000O000DDOO
0000000000000 0000O0O000D00D00oDDO00400000000000020000000000000000
00000 42000000000002001000000000-0000000000000D0000000O0O0DOOO0ODDOO
004300001990 00000000000000-0000000000000D00000DODDO0OOOOOYOO200
026902770 4400002002000 000000000000000O0O0OO0ODOO0OOOOOODODO 4000000000000
000020010 000000000000000000000O00DOO00D0O000ODO0O00O0O000ODO0O0DOOO00O0OO
000000000105-1250 460 0000000000020010000000000000-00000000D0O0O00OOOO0O
O0000000000169-1850 470 000000020030 000000000000000000O0OOOOODOOOO0O0O00
0039500 48000020020 000000000 00ODOO0OO0OOOOOOO0ODOOOOOOOOO 4000020030000
00000000000 0o0o0—-0000000000000000000000000000DO 5000000 20000000
0000:000000000000 OO0DO0Od 51BSI,* Information security management— Part 1: Code of practice for information security
management” , BS 7799-1:2000, BSI O British Standards InstitutionO , 2000. 52 BSI, “ Information security management systems-- Part 2:
Specification with guidance for use” , BS 7799-2:2002, BSI [ British Standards Institutiond , 2002. 53 Carter, D. L. and Katz, A. J,,

“ Computer Crime and Security: the Perceptions and Experiences of Corporate Security Directors” , Security Journal, Vol.7, pp.101-108, 1996.
54 Carver, John, “ Boards That Make a Difference : A New Design for Leadership in Nonprofit and Public Organizations” , Jossey-Bass, 2nd
edition, 1997. 55 COBIT [0 200000 , “ Governance Control and Audit for Information and Related Technology, 3rd Edition Control Objectives
" ,2000. 56 CSI/FBI OO Computer Security Institute / Federal Bureau of Investigation , “ 2003Computer Crime and Security Survey” May
28, 2003. 57 Elliot, R. K. and Jacobson, P. D., “ Costs and benefits of business information disclosure” , Accounting Horizon, December,
pp.80-96, 1994. 58 Eloff, M. M. and Von Sloms, S. H., “ Information Security Management: An Approach to Combine Process Certification and
Product Evaluation” , Computers and Security, VVol.19, No.8, pp.698-709, 2000. 59 Eloff, M. M. and Von Solms, S. H., “ Information Security
management: A Hierarchical Framework for Various Approaches” , Computers and Security, VVol.19, No.3, pp.243-256, 2000. 60 Goodwin, J.,
and Seow, J. L. “ The influence of corporate governance mechanisms on the quality of financial reporting and auditing: Perceptions of auditors
and directors in Singapore” , Accounting and Finance, Vol.4 No.23, pp.195-224, 2002. 61 Healy, P. M., and Palepu, K. G., “ The effect of firm
* s financial disclosure strategies on stock prices” , Accounting Horizon, Vol.7, No.1, pp.1-12, 1993. 62 Hinde, S., “ If You Can Meet with



Triumph and Disaster and Treat Those Two Impostors Just the Same” , Computers and Security, VVol.20, Issue: 8, pp.657-666, 2001. 63 Hinde,
S.,“ Security Survey Spring Corp” , Computer and Security, VVol.21, Issue: 4, pp.310-321, 2002. 64 Hoffecker and Goldenberg, “ Using the
Balanced Scorecard to Develop Companywide Performance Measures” , 1994. 65 International Federation of Accountants, Managing Security of
Information, 1998 66 ISACA [0 200201 , IS Standards, Guidelines and Procedures for Auditing and Control Professionals, 2002. 67 ISO/1EC
177990 20000 ,* Information technology-code of practice for information security management” , 2000. 68 Kabay, M. E.,“ The NCSA Guide
to Enterprise Security” , McGraw- Hill., 1996. 69 Kaplan, Robert S. and Norton, David P., “ Having Trouble with Your Strategy? Then Map It.
", Harvard Business Review, Vol. 78 Issue: 5, pp.167-177, 2000. 70 Kaplan, Robert S. and Norton, David P., “ Linking the balanced scorecard
to strategy” , California Management Review, Vol. 39 Issue: 1, pp.53,-80, 1996. 71 Kaplan, Robert S. and Norton, David P., “ Strategy maps:
converting intangible assets into tangible outcomes” , Boston: Harvard Business School Press, 2004. 72 Kaplan, Robert S. and Norton, David P.,
“ The Balanced Scorecard--Measures That Drive Performance.” , Harvard Business Review, Vol.70 Issue 1, pp.71-80, 1992. 73 Kaplan, Robert
S. and Norton, David P., “ Transforming the Balanced Scorecard from Performance Measurement to Strategic Management: Part 11"
Accounting Horizons, Vol. 15 Issue 2, pp.147-161, Jun. 2001. 74 Kaplan, Robert S. and Norton, David P., “ Putting the balanced scorecard to
work” , Harvard Business Review, Vol. 71 Issue 5, pp.134-141, 1993. 75 Lang, M. H. and Lundholm, R. J., “ Corporate disclosure policy and
analyst behavior” , The Accounting Review, Vol.17 No.4, pp.467-492, 1996. 76 Lee, S. M. and Luthans, F. and Olson, D. L, A Management
Science Approach to Contingency Models of Organizational Structure, Academy of Management Journal, Vol. 25, No.3, pp.553-566, 1982. 77

“

Lindup, Ken, “ The Role of Information Security in Corporate Governance” Computers and Security Vol. 15, Issue 6, pp. 477-485, 1996. 78
Luthans, F., “ Introduction to Management: A Contingency Approach” , McGraw-Hill, 1976. 79 NIST, “ An Introduction to Computer
Security: The NIST Handbook” Special Publication 800-12, 1995. 80 OECD," Guidelines for Security of Information Systems” , OECD, 1992.
81 OECD," Guidelines of the Security of Information Systems and Networks— Towards a Culture of Security” , OECD, 2002. 82 OECD,

“ Principles of Corporate Governance” , OECD, 1999. 83 OECD,* White Paper on Corporate Governance, Asian Roundtable on Corporate
Governance” , 2003. 84 Ozier, W., “ Generally Accepted System Security Principles 0 GASSPO " , Computer Security Journal, Vol.13, No.2,
pp.69-75, 1997 85 Reid, R. C. and Floyd, S. A, “ Extending the Risk Analysis Model to Include Market-Insurance” , Computers and Security,
Vol.20, Issue: 4, pp.331-339, 2001. 86 Rosemann M. and Wiwse, J. “ Measuring the performance of ERP software— a balanced scorecard
approach” Australasian Conference on Information Systems. Vol.10, pp.773-784. 87 Roussey, Robert S. and Cangemi, Michael, “ Board
Briefing on IT Governance” , IT Governance Institute, 2001. 88 Schultz, E. E., Proctor, R. W., Lien, M. C. and Salvendy, G., “ Usability and
Security An Appraisal of Usability Issues in Information Security Methods” , Computer and Security, Vol.20, Issue: 7, pp.620-634, 2001. 89
Sengupta, P., “ Corporate disclosure quality and the cost of debt” , The Accounting Review Vol.73, pp.459-474, 1998. 90 Sherwood, J.

“ SALSA: A Method for Developing the Enterprise Security Architecture and Strategy” , Computer and Security, VVol.2, No.3, pp.8- 17, 1996. 91
Steward, M.E., “ Balanced Scorecard for projects.” Project Management Journal, Vol.32, Issue 1, pp.38-53, 2001. 92 Tr?ek, D., “ An Integral
Framework for Information Systems Security Management” , Computers and Security, VVol.22, Issue: 4, pp.337-360, 2003. 93 Tryfonas, T. and
Kiountouzis, E. and Poulymanakou, A., “ Embedding Security Practices in Contemporary Information Systems Development Approaches” ,
Information Management and Computer Security, pp.183-197, 2001. 94 VVon Solms Basie, “* Corporate Governance and Information Security”
Computers and Security Vol. 20, Issue: 3, pp. 215-218, 2001. 95 Von Solms, R., Van Haar, H., Von Solms, S. H. and Caelli, W. J., A

“ Framework for Information Security Evaluation” , Information and Management, \Vol.26, pp.143-153, 1994. 96 Whitman, Michael E.,

“ Enemy at the Gate: Threats to Information Security” Communications of the ACM Volume 46, Number 8, pp. 91-95, 2003. 97 Williams,
Paul; Anderson, “ Information Security Governance” Information Security Technical Report Vol. 6, Issue: 3, pp. 60-70, 2001. 98 World Bank,
“ Corporate Governance:A Framework for Implementation— Overview” , The World Bank, 1999. 99 Wright, M., “ Third Generation Risk
Management Practices” , Computer Fraud and Security, Feb., pp.9-12, 1999.



