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ABSTRACT
In this thesis, bit-level systolic arrays for RSA public key cryptosystem are designed based on an improved Montgomery’ s
algorithm. The utilization of the multiplier is 100% since we can interleave the square and multiplication operation in the modular
exponentiation algorithm. A fastest radix-4 systolic bit-interleaving RSA cryptosystem is designed based on modified Booth’ s
algorithm. Due to reduced number of iterations and pipelining, our radix-4 RSA cryptosystem is four times faster than the
conventional RSA cryptosystem. The critical path delay of our design is only 2.43ns. It takes about 0.26M clock cycles to finish a
512-bit modular exponentiation. Therefore, the baud rate is about 656Kb/s at 333MHz clock.

Keywords : RSA ; Radix-4 ; cryptosystem ; Montgomery ; systolic
Table of Contents

o000 oo 0oboooo0ob0oooooOOoboooO0obOooOo0ooDOobOOoUoOOoDOoLDWOobOoboboboOoDoOoo
goodbooooooOoboobooooooo.wbhOoOobOOoDOOobOOoOooOOobOobOO0obOOoboobDOoDbDOobobooo
go0o.wOOOOOOOOOOOODOO0ODOOOOO0OOO0ODOUOODODO0ODOO0ObOOUODOOwViODDOODOODOODOOOOOO
0000000000 0bO0o0D0o0oOviiboooOobooD0ooO0oo0oooOo0obO0oooDooooOooooooDOoon
O0.xO000000000000000000000O00000000000XxiDO0DO ODoO0O0oDbOO0bOO0DOODOO
gbooobgoobooboobobo..iagobobobbooboobooboobobboobooboon..... 421000
N A A O 42110000000000000000O00
O 621200 00000000000000000 wvcvveevereenene 722RSA00000O00O0O0OODOOO
goooooonD.O.a..... 09221RSA0O0/000000C0O0O0ODOCOOOOCOO v 9222RSA00O0OOO
I PO 11223RSAU0OO0O0O00O000O000000O00000O0 v 12000
gooobooboobobooboobooobooboobo.lesdliboboboboobooboobooDboo
O, 016311000000000000000000000 v 163.120000000000000
U.000000 .. 19313Radix-20 00000000 0OO.000000 i 2032000000000
000000000000 i 22321 0000000000000000.000 ivvviviene. 22322000
I O 23323Radix-40 00000000 0OO0OOOO0O..O v 24
324Radix-4 00000000 ODOO.O0OOODO.O e 283.25Radix-4 0 000 OO OO L-Algorithm ...

O e, 29000 0000000000 0DLOO0DOObDOObDOODbDObDOO.... 3241 00000000000
N A O 32420 0000000Radix-2RSAODO0OO0OO..O0 v 34421000
ORSAODOO OODO0ODODODOO0 i 344211 0000000000000000 34
42120 000RSADO0OOO0ODOODO e 374220000RSAO00O0OOOOOODO.O.

O e 394221 000000000000000 e 3942220 000RSA0O0O0O0ODOODOO

O e 40430000000 0Radix-4RSATODO OO0 ODO ceiviviviienenns 4243 1Radix-400000O0O0O0O.O
Oo000.0.0 . 42432Radix-4RSAODODOOODOO...000. 0.0 i 46433 Radix-4RSACOODOOO
go.0b00d.0.0. . 47434000IPORadix-4RSAO OO OO v 5440000000000
I OO 54441 Radix-2 RSAO D OO OO0 e 55 4.4.2 Radix-4 RSA O
OO00O0D00 i 58000 00000DO0OO0O0O0OOOOODOOOODObOO..Ob.bOe62

REFERENCES

[1] Diffie and M. E. Hellman, “ New Direction in Cryptography,” IEEE Transaction on Information Theory, vol. IT-22, no. 6, pp. 644-654,
1976.00

[2] R. L. Rivest, A. Shamir, and L. Adleman, “ A method for obtaining digital signatures and public-key cryptosystems,” Communications of the
ACM, vol. 21, pp. 120-126, Feb. 1978.0

[3] Brickell, “ A First Modular Multiplication Algorithm with Application to Two Key Cryptography,” in Advance in Cryptology (Proceeding of



CRYPTO’ 82), pp. 51-60, Academic Press, 1983.00

[4] P. L. Montgomery, “ Modular multiplication without trial division,” Math. Computation, vol. 44, pp. 519-521, 1985.00

[5] Koc and C. Y. Hung, “ Bit-level Systolic Array for Modular Multiplication,” Journal of VLSI Signal Processing, vol. 3, pp. 215-223, 1991.00
[6] S. E. Eldridge and C. D. Walter, “* Hardware Implementation of Montgomery’ s Modular Multiplication Algorithm,” IEEE Transaction on
Computers, vol. 42, no. 6, pp. 693-699, 1993.00

[7] Colin D. Walter, “ Systolic Modular Multiplication,” 1EEE Trans. Computers, vol. 42, no. 3, Mar 1993.00

[8] P.-S. Chen, S.-A. Hwang, and C.-W. Wu, “ A systolic RSA public key cryptosystem,” in Proc. IEEE Int. Symp. Circuits and Systems
(ISCAS), vol. 4, (Atlanta), pp. 408-411, May 1996.01

[9]J.-H. Hong and C.-W. Wu, “ Radix-4 Modular Multiplication and Exponentiation Algorithms for the RSA Public-Key Cryptosystem,” in
Proc. Asia and South Pacific Design Automation Conf. (ASP-DAC), (Yokohama), pp. 565 -570, 2000.00

[10] J.-H. Hong and C.-W. Wu, “ RSA public key crypto-processor core design and hierarchical system test using IEEE 1149 family,” Phd
Thesis, National Tsing-Hua University, Taiwan, June 2000.0]

[11] C.-C. Yang, T.-S. Chang, and C.-W. Jen, “ A new RSA cryptosystem hardware design based on Montgomery’ s algorithm,” |EEE Trans.
Circuits and Systems I1: Analog and Digital Signal Processing, vol. 45, no. 7, pp. 908-913, July 1998.01

[12] F. Yingli, G. Zhigiang, “© A New RSA Cryptosystem Hardware Implementation Based on High-Radix Montgomery’ s Algorithm,” 4th
International ASIC conf., pp. 348 -351, 2001.00

[13] Y.-H. Hsieh, “ Design and implementation of an RSA encryption /decryption processor on IC smart card,” Master’ s Thesis, National
Taiwan University, Taiwan, June 1999.01

[14J000," RSAODDODODODODDOOUOOO,” 000000,0000,199[151000, RSAODDOOOOOOOOOOODOO
00, 000O000,0000,1999[16]000," OMontgomery DOODOOOORSAOOOOODO OO, OO00OOOO0OOO,
2001 [17]000," OOOOOODOOOOOO, 0O0DDODO0OO0O0OO0OO0 000,199.0

[18]000D000000O0O," 000000000, 0000000000000, 199.0

[1910000000 O,wiliam StallingsO,* 0000000O0O-00000@ODO), 0000000000, 2001.0
[200000,“ O0O0O0OO0OO0OO0OOOOOOO, OODOOODOOODOOO0OO0O0O0O,2001.0

[2110000000 O, PattersonHennessy 0 “ OO0 0O0O0O0O O, 00O pp.4-57~-4-61, 0000000000, 2002.0

[22] Ribenboim, P. The New book of Prime Number Records. New York: Springer-Verlag, 1996.01

[23] Kaliski, B., and Robshaw, M. “ The Secure Use of RSA.” CryptoBytes, Autumn 1995.00

[24] Wiener, M. “ Cryptanalysis of Short RSA Secret Exponents.” IEEE Transactions on Information Theory, vol. 1T-36, 1990.00

[25] Kocher, P. “ Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other System.” Proceedings, Crypto’ 96, August
1996; published by Springer-Verlag.[l

[26] J.-J. Leu, and A.-Y. Wu, “ Design Methodology for Booth-Encoded Montgomery Module Design for RSA Cryptosystem,” in Proc. IEEE
International Symposium on Circuit and Systems, vol. 5, pp. 357-360, 2000.00

[27] J.-H. Hong, and C.-W. Wu, “ Cellular Array Modular Multiplier for Fast RSA Public-Key Crypto-system Based on Modified Booth’ s
Algo-rithm,” IEEE Trans. VLSI Systems, vol. 11, no.3, pp. 474-484, June 2003.0

[281000," OOORSAOODOOOOODOO, O0ODODOO0OO,0000,2000.0

[299000," OO0OD0ODODOD0O0ORSAODOOOOOO, ODODO0O,0000,2002.0

[30] C.-Y. Su, S.-A. Hwang, P.-S. Chen, and C.-W. Wu, “ An improved Montgomery’s algorithm for high-speed RSA public-key cryptosystem, ”
IEEE Trans. VLSI System, vol. 7, pp. 280-284, June 1999.00

[31] S.-Y. Kung, VISI Array Processors. Englewood Cliffs, New Jersey: Prentice-Hall Inc., 1988.



