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ABSTRACT

Nowadays, enterprises use a variety of information technology to construct electronic enterprise environments in order to increase

the benefit of organizations. However, enterprises should also consider the security of data transmitting on the Internet. This thesis

will discuss the security of delegation and proxy in an electronic enterprise environment. The traditional proxy authenticated

encryption scheme usually considers proxy authenticated conditions of one-to-one, one-to-many and many-to-one merely. However,

the many-to-many condition should also be considered in the real electronic commerce. It is less efficient to construct a

many-to-many proxy authenticated encryption scheme using many-to-one and one-to-many. Therefore, this thesis will integrate

elliptic curve cryptosystems, self-certified public key cryptosystems and the group-oriented proxy authenticated encryption scheme to

design a proper group-oriented proxy authenticated encryption scheme with key renewal suitable for the many-to-many condition.

This scheme allows the original signer to delegate signing and encryption right to a specific signing group, and also allows original

verifier to delegate verification and decryption right to another specific verification group. This thesis is based on elliptic curve

cryptosystems, and therefore it can use less bits than other public key cryptosystems to achieve the same security degree and the

requirement of its memory space is reduced substantially. In addition, the group-oriented proxy authenticated encryption scheme

proposed in this thesis can use different proxy key in different periods to prevent the attack caused by the leak of a proxy key due to

the proposed key renewal function.
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