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ABSTRACT

Koblitz and Miller proposed the elliptic curves in 1985 for using in cryptography. Since that moment several applications have been

designed because they have good cryptographic properties, such as the elliptic curve cryptosystems (ECC) can possess fewer bits, to

achieve the same security level as other public key cryptosystems like RSA cryptosystem. It is quite suitable to be used in the devices

with less storage and computing power, like smart card. Furthermore, IEEE and other standard bodies such as ANSI and ISO are in

the process of standardizing elliptic curve cryptosystems. Hence, we expect the ECC will be the one of the important public key

cryptosystems in the future. As we know, the performance of the ECC deeply depends on the computation of scalar multiplication.

Thus, fast scalar multiplication is essential for the ECC. In 1994, Lim and Lee proposed a more flexible precomputation method

used for wireless networks environments for speeding up the computation of exponentiation. This method can be also used for

speeding up the scalar multiplication of elliptic curves. We call it LLECC method. However, the less storage is equipped with the

computing devices, the less efficient it is. For this reason, we propose a more efficient approach than LLECC one in this thesis. First,

we modify LLECC method to reduce the storage of precomputed values, and then propose an efficient algorithm based on the

nonadjacent form (NAF) representation and Multidoubling. Furthermore, our proposed method can be also used for speeding up the

multi-point multiplication of elliptic curves. According to the result of our simulation, our proposed approach can reduce 11% and

21% in the aspect of the computational complexity and storage cost, respectively, in an elliptic curve of size 160-bit over finite fields

with characteristic greater than 3, as compared with LLECC method. Finally, we implement the elliptic curve digital signature

algorithm-like (ECDSA-like) system in the personal digital assistant (PDA) using our proposed algorithms to improve the scalar

multiplication.

Keywords : Public Key Cryptosystems, Elliptic Curve Cryptosystems, Scalar Multiplication, Point Multiplication, Multi-Point
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