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ABSTRACT

Today, computer networks become increasingly, and the attacks have grown in complexity and automation. Successful distributed

denial of service attacks can put e-commerce-based organizations out of business. As the capabilities of IDSs advance, attackers may

attempt to penetrate more valuable targets before disabling organizations' IDSs. Thus, the preventive defense has been merged to

improve the performance of intrusion detection systems (IDSs). In this thesis, we investigate effective methods for detecting and

responding to DDoS attacks. We find that the existing hierarchical IDS architectures are prone to have single points of failure that

are easily discovered by an attacker. To solve the problem of finding attackers and improving IDS's weakness, we present an

integrated scheme that is resistant to distributed denial of service attacks. First, we propose a cooperative intrusion detection System

(CIDS) that consists of packet filtering, traceback of DDoS attack and network monitoring schemes. Second, CIDS can frustrate

attackers by mobile agents' fault-tolerant ability, and backup hosts that it intruded. Finally, we present formal proofs using the logical

reasoning to validated our attack-resistant model. We also analyze the computational complexity of the proposed algorithm, and

further implement the mobile agent based program. The results derived in the thesis consolidate the feasibility of our proposed

schemes.

Keywords : Intrusion detection system, Mobile agent, Distributed d- enial of service, Single points of failure.
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