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ABSTRACT
When knowledge and digital economy have been coming in the twenty-first century, most enterprises protect the transmission of
internal information using virtual private networks. However, transactions through wireless transmission anytime and anywhere have
been paid much attention by enterprises. In this thesis, we focus on how to design secure and efficient schemes suitable for mobile
virtual private networks subject to many restrictions of functions in mobile environments. Traditional digital signature schemes often
consider single signature. Nevertheless, we must think about the relationship between an individual and groups in the real electronic
commerce. Consequently, this study integrates the elliptic curve cryptosystems (ECC), group-oriented signature, self-certified public
key cryptosystems and group-oriented authenticated encryption scheme so that the transmission of packets in mobile virtual private
networks can be more secure. Also, we can develop further a secure environment of mobile group-oriented electronic commerce
based on our proposed security schemes. Based on ECC, the proposed security schemes can possess fewer bits achieving the same
security degree as other public key cryptosystems, and the key space needed can be also greatly reduced. Thus, ECC is very fit for
applying in resource-limited mobile virtual private networks. As to the computing complexity and communication cost, they are also
substantially decreased. Moreover, the proposed group-oriented authenticated encryption scheme can transform authenticated
encryption message into a general digital signature with message recovery without requiring extra computing cost. Hence, in this
thesis our proposed schemes are quite suitable for mobile virtual private networks in practical applications.

Keywords : Elliptic curve cryptosystems ; Self-certified public key cryptosystems ; Group-oriented signature ; Group-oriented
authenticated encryption scheme ; Mobile virtual private networks
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