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ABSTRACT

AT PRESENT, ELECTRONIC PAYMENT SYSTEMS ACTIVITIES CONSTRUCTED ON THE INTERNET MAINLY

EMPLOY THE CERTIFICATE-BASED PUBLIC KEY CRYPTOSYSTEM TO SOLVE THEIR RELATED SECURITY

ISSUES. BUT IT IS BASED ON THE CONDITION THAT THE CERTIFICATE AUTHORITY (CA) MUST BE HONEST

AND NEED TO MANAGE THE KEY DIRECTORY. FURTHERMORE, IT NEEDS TO SPEND EXTRA TIME TO

VERIFY THE SIGNATURE SIGNED IN THE DIGITAL CERTIFICATE BY THE CA. IN PRACTICAL

ENVIRONMENTS, THE CA IS NOT ABSOLUTELY HONEST, AND IT IS POSSIBLE FOR A HACKER TO INTRUDE

IT. THEREFORE, WE HAVE DEVELOPED EFFICIENT SELF-CERTIFIED SCHEMES INSTEAD OF USING DIGITAL

CERTIFICATES. THE PROPOSED SCHEMES CAN PREVENT THE CA FROM INTERVENING IN THE

TRANSACTIONS BETWEEN WEB SITES AND CUSTOMERS, AND THEY CAN AUTHENTICATE THEIR

IDENTITIES EACH OTHER WITHOUT THE HELP OF CA. FOR THE CONSIDERATIONS OF EFFICIENCY, THE

PROPOSED INTELLIGENT ELECTRONIC PAYMENT SYSTEMS ARE DEVELOPED BY USING ELLIPTIC CURVE

CRYPTOSYSTEMS INSTEAD OF MODULAR EXPONENTIATION, BECAUSE IT POSSESSES FASTER

COMPUTATION AND FEWER BITS ACHIEVING THE SAME SECURITY LEVEL AS OTHER PUBLIC KEY

CRYPTOSYSTEMS, LIKE THE RSA CRYPTOSYSTEM. IN SUMMARY, IN THE THESIS WE HAVE DESIGNED A

SESSION KEY EXCHANGE SCHEME, A DIGITAL SIGNATURE SCHEME, AND A BLIND SIGNATURE SCHEME FOR

THE E-CASH BASED PAYMENT SYSTEMS USING THE SELF-CERTIFIED PUBLIC KEY CRYPTOSYSTEM BASED

ON ELLIPTIC CURVE CRYPTOSYSTEMS. THE PROPOSED SCHEMES MAKE ON-LINE ELECTRONIC PAYMENT

SYSTEMS SECURELY WORKABLE.
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