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ABSTRACT

AT PRESENT, ALL OF ELECTRONIC COMMERCE ACTIVITIES CONSTRUCTED ON THE INTERNET EMPLOY

THE CERTIFICATE-BASED PUBLIC KEY CRYPTOSYSTEM TO SOLVE THEIR RELATED SECURITY ISSUES.

HOWEVER, AS COMPARED WITH THE CONVENTIONAL ELECTRONIC COMMERCE, THE PROMISING MOBILE

ELECTRONIC COMMERCE ENVIRONMENT HAS MANY DIFFERENT CHARACTERISTICS, INCLUDING THE

LESS NETWORK BANDWIDTH AND ELECTRONIC POWER, THE GREATER TRANSMISSION DELAY TIME, THE

MORE UNSTABLE NETWORK CONNECTION, THE LESS COMPUTING CAPACITY, ETC. THEREFORE, THE

CERTIFICATE-BASED PUBLIC KEY CRYPTOSYSTEM NEEDING MORE COMPUTING TIME CANNOT BE

EFFICIENTLY USED FOR SECURING THE MOBILE ELECTRONIC COMMERCE ENVIRONMENT. IN THIS

THESIS, WE DEVELOP A WIRELESS PUBLIC KEY INFRASTRUCTURE (WPKI) MORE SUITABLE FOR THE

MOBILE E-COMMERCE ENVIRONMENT TO SECURITY THE TRANSACTION. THE PROPOSED WPKI IS

CONSTRUCTED BASED ON THE ELLIPTIC CURVE CRYPTOSYSTEM (ECC) AND THE WIRELESS APPLICATION

PROTOCOLS (WAP), AND IS EQUIPPED WITH ID-BASED AND SELF-CERTIFIED PUBLIC KEY CRYPTOSYSTEMS.

THE APPROACHES PROPOSED IN THIS THESIS POSSESS THE FOLLOWING ADVANTAGES: (1) WHEN

VERIFYING THE VALIDITY OF PUBLIC KEY, IT DOES NOT NEED TO SPEND EXTRA MUCH TIME TO VERIFY

THE SIGNATURE IN THE DIGITAL CERTIFICATE. (2) BOTH SIGNING AND ENCRYPTING A MESSAGE CAN BE

CONCURRENTLY ACCOMPLISHED IN A LOGICAL STEP. (3) BOTH DISTRIBUTING A SESSION KEY AND

VERIFYING THE VALIDITY OF PUBLIC KEY CAN BE CONCURRENTLY ACHIEVED. (4) VERIFYING BOTH A

SIGNATURE AND THE VALIDITY OF PUBLIC KEY CAN BE CONCURRENTLY FULFILLED. (5) BOTH

DECRYPTING A CIPHER CORRECTLY AND VERIFYING THE VALIDITY OF PUBLIC KEY CAN BE

CONCURRENTLY FINISHED (6) SINCE THE PROPOSED METHODS ARE COMBINED WITH THE ID-BASED

PUBLIC KEY CRYPTOSYSTEM, THEY CAN REDUCE THE COMPUTATION COST GREATLY. IN SUMMARY,

BASED ON THE ABOVE CHARACTERISTICS, THE PROPOSED WPKI CAN REDUCE THE KEY SIZE, COMPUTING

TIME, AND TRANSMISSION COST, SO IT IS QUITE SUITABLE TO BE USED IN THE DEVICES WITH LESS

STORAGE AND COMPUTING POWER, LIKE THE SMART CARD, MOBILE PHONE, PERSONAL DIGITAL

ASSISTANT (PDA), ETC. FURTHERMORE, THE ECC CAN POSSESS FEWER BITS ACHIEVING THE SAME

SECURITY DEGREE AS OTHER PUBLIC KEY CRYPTOSYSTEMS LIKE RSA CRYPTOSYSTEM. ALSO, SINCE THE

PROPOSED WPKI DOES NOT NEED TO MANAGE THE KEY DIRECTORY, THE COST OF SYSTEM

MAINTENANCE CAN BE GREATLY REDUCED.
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