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ABSTRACT
WE ANTICIPATE THE PUBLISHING WAY IN THE FUTURE WILL BE THAT THE LITHOGRAPHIC BOOK AND
THE ELECTRONIC ONE COEXIST. BASED ON THE PRINCIPLE OF "USAGE-BASED PAYMENT", THE THESIS
DEVELOPS AN ELECTRONIC SUBSCRIPTION SYSTEM PERMITTING USERS TO PAY FOR THE RIGHTS OF
READING PART OF ELECTRONIC PERIODICALS ACCORDING TO HIS/HER NEED OR INTEREST. IN THE
THESIS WE INTEGRATE THE SECURITY OF ACCESS CONTROL, ELLIPTIC CURVE CRYPTOSYSTEMS AND
SELF-CERTIFIED PUBLIC KEY CRYPTOSYSTEMS WITH THE FAIR EXCHANGE PROTOCOL TO CONSTRUCT A
SECURE ELECTRONIC SUBSCRIPTION ENVIRONMENT. THE ELECTRONIC SUBSCRIPTION SYSTEM
PROPOSED IN THIS THESIS POSSESSES THE FOLLOWING ADVANTAGES: 1. A USER AND THE PUBLISHER CAN
AUTHENTICATE EACH OTHER WITHOUT VERIFYING SIGNATURE SIGNED BY TTP (TRUSTED THIRD PARTY)
IN THEIR DIGITAL CERTIFICATES. 2. BASED ON THE SECURITY OF ELLIPTIC CURVE CRYPTOSYSTEMS, THE
PROPOSED ELECTRONIC SUBSCRIPTION SYSTEM CAN POSSESS FEWER BITS ACHIEVING THE SAME
SECURITY DEGREE AS OTHER PUBLIC KEY CRYPTOSYSTEMS. 3. ACCORDING TO THE APPROACH OF THE
PROPOSED FAIR EXCHANGE PROTOCOL, THE ELECTRONIC SUBSCRIPTION SYSTEM CAN PREVENT A
DISPUTE ABOUT THE TRANSACTION BETWEEN USERS AND THE PUBLISHER. 4. REGARDLESS OF USERS'
SUBSCRIPTION PERIODS, THEY ALL KEEP ONLY A SECRET KEY, AND THE PUBLISHER CAN AUTHENTICATE
THEIR READING PRIVILEGE EASILY. 5. WHEN A USER'S SUBSCRIPTING DATE HAS EXPIRED, THE FUNCTION
OF HIS/HER SECRET KEY CAN BE TERMINATED AUTOMATICALLY. IN OTHER WORD, HIS/HER SECRET KEY
HAS NO READING RIGHTS ANYMORE. 6. THE PROPOSED ELECTRONIC SUBSCRIPTION SYSTEM CAN
PREVENT IMPERSONATION ATTACK AND THE REPLAY ATTACK.

Keywords : ELLIPTIC CURVE CRYPTOSYSTEMS, SELF-CERTIFIED PUBLIC KEY CRYPTOSYSTEMS, FAIR
EXCHANGE PROTOCOL, ACCESS CONTROL, USER AUTHENTICATION
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