
Information Security Governance for University Campus's Private Cloud─A Case Study on
Some University in Middle Taiwan

黃柏瑋、曹偉駿

E-mail: 389482@mail.dyu.edu.tw

ABSTRACT

The benefits of cloud computing services have been deeply rooted in our lives, and Business or personal use have been inseparable

from cloud computing. But enjoying these convenient resources, the crisis of information leakage is also very great. Although cloud

computing environments have high performance and flexibility and low costs, there are still many security issues to stop users to use

cloud computing. Therefore, this thesis will explore information security issues in the university campus's private cloud, and propose

information security governance based on Trusted Cloud Initiative. This research is based on ITIL (Information Technology

Infrastructure Library) for incident management, based on ISO 27001 for the control items, and based on ISO 27005 for the risk

procedure. In addition, using the way of case study this thesis derives several propositions in terms of five dimensions including

strategies, technologies, organizations, people and environments. This research gives suggestions for the information security

governance of university campus’s strategies, and lets universities be able to handle the risk of information security for the cloud

computing services.
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