
A Study on Registry-hidden Rootkit Detection Mechanism in Cloud Service Environments

曾淑婷、曹偉駿

E-mail: 387218@mail.dyu.edu.tw

ABSTRACT

In considerations of international big factories such as Google, Microsoft, Amazon, IBM, Dell, Sun, HP and so on entering the

territory of cloud computing, application of cloud and virtualization technology has led to better desktop software using experiences

in the Personal Computer area. As a result, the malware hiding in cloud virtual machine, particularly spywares and rootkits, have

become the key preventive objects in the computer security territory. Regarding malware development, possessing certain degree of

hiding function has been becoming a trend. Under Microsoft Windows systems, the existence and operation of malwares cannot be

independent of related information registry in the system. Additionally, malwares often hide in the registry, so it is difficult to delete

them completely. Consequently, how to effectively detect rootkits that hide in the registry has been becoming especially important.

Although there are famous detection tools that can detect rootkits that hide in the registry, they often fail to detect new types of

rootkits. In order to detect rootkits that hide in operating systems based on tampering registry file, this research analyzes the rootkit

hiding technology in registry and related rootkit detection technologies. After analyzing the registry file format and operation

controlling flow, this research designs a new type of registry based rootkit hiding technology, and then develops rootkit detection

mechanism based on the experiences of designing the new type of rootkit. By the flow of virtualizing registry and registry key value

flow at bottom tier in the Win 32 system, the actually valid registry key can be obtained, which can effectively detect hinding rootkits

in cloud environments.
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