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ABSTRACT

With the popularity of cloud computing, security issues have also been generated, and thus the security of cloud’s virtual machine

service platforms cannot be ignored. For rootkit malware prevention issues, due to a variety of new kernel mode rootkits will cause

serious destruction to the kernel of the operating systems, even the Apple MAC system which is well known for no virus invasion also

failed, and therefore rootkits have attracted more and more attentions all over the world. Many rootkits targeting the Microsoft

Windows operating systems were made, and the systems destructed are extended to the cloud virtual machines instead of stand-alone

systems. In the current technologies of detecting Windows rootkits, although some well-known detection software can detect known

rootkits, it cannot detect variant rootkits effectively. The contribution of this research is to combine the signature-based detection and

cross-view detection to enhance the detection capabilities in cloud’s host operating systems and guest virtual machine operating

systems. Furthermore, the TPM (Trusted Platform Module) embedded systems technology is also integrated with the proposed

detection mechanism to promote the high detection rate. The results obtained are to find the main weaknesses of the Windows

Server 2008 host operating systems and Windows 7 guest operating systems to effectively help construct the basis of secure virtual

machine platforms in cloud services.
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