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ABSTRACT

With the rapid progress of information technology, the banking depends on it very much. At present, the operations of the banking

are added diversity because the Internet is common now, and therefore the businesses become more complicated. However, facing

the increasing threats of information security also makes the banking have high risks. So the banking must spend huge cost on

infrastructure, advanced technology and information security. Although the cloud computing service has a lot of advantages like high

efficiency and flexibility and can also save the cost, many enterprises still worry about its security and therefore don’t use this

system. Thus, this thesis first discusses the security of developing the cloud computing service in the banking, and then establishes the

information security governance for private clouds in the banking. This research is based on ITIL (Information Technology

Infrastructure Library) for incident management, based on ISO 27001 for the control item, and based on ISO 27005 for the risk

procedure. In addition, using the way of case study this thesis derives several propositions in terms of five dimensions including

strategies, technologies, organizations, people and environments, and then uses these propositions to do profoundly interviews to the

relevant staffs in some bank. Finally, this research brings suggestions for the banking’s strategies of information security

governance, and lets them be able to handle the risk of information security for the cloud computing service.
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