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ABSTRACT

E-government enhances administrative efficiency, in other words, it enhances public convenience. However, the rapid development

of IT technology brings the issue of information security. Owing to the public ownership of the private data, companies' confidential

information, and national security records, it is the government’s responsibility to ensure the information security of the public

department. The participants of this study are public servants. This study investigates their awareness of the threat of social

engineering, their social psychology weakness, and how to build the management system of their info-security. The result of this

study shows that social engineering does not have downtime, and continuously breaches the information security. On the other

hand, people’s mental weakness such as libido is vulnerable to the threats of social engineering. As a result, instead of discouraging

people from responding to daily events, the government should teach people how to be alert to the possibility of social engineering.

Keywords : social engineering、Email public relations project drilling、Social psychology weakness、Information security

management system policy
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