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ABSTRACT
E-government enhances administrative efficiency, in other words, it enhances public convenience. However, the rapid development
of IT technology brings the issue of information security. Owing to the public ownership of the private data, companies' confidential
information, and national security records, it is the government’ s responsibility to ensure the information security of the public
department. The participants of this study are public servants. This study investigates their awareness of the threat of social
engineering, their social psychology weakness, and how to build the management system of their info-security. The result of this
study shows that social engineering does not have downtime, and continuously breaches the information security. On the other
hand, people’ s mental weakness such as libido is vulnerable to the threats of social engineering. As a result, instead of discouraging
people from responding to daily events, the government should teach people how to be alert to the possibility of social engineering.

Keywords : social engineeringd Email public relations project drillingd Social psychology weakness[] Information security
management system policy

Table of Contents

gogn
o000 Oo0opoooOooDooOoooooOoooDoodd i

o000 O0O0opooO0o00ooOo0oOoOoDoOoOoooDoogg v
gbooooobooboboboboobooboobv
o000 oooboooobobooooooooogn i

00 0o0bOoboooobooooooboooog i
oboooooboobobobobooboobgooD x
gooobooboboboboobooboobooooo
ooooboobobobobooboooboobooooo
oooobooboboboboobooobooboooo
oooobooboboboboobooobooboooboo
gooobooboboboboooboooboobooboo
gooobooboboboboooboooboobooboo
goooboooboboboboooboooboobooooo
goooboooboboboboooboooboobooooo
gboooboobobboboobooboobooboo
gbooobgoobobboboobooboooooboo
gbooobgoobobbobooboobgooooooo
gooobgoobobbobooboobgooooooo
gboooboobobbobooboobgooooooo
gbooobuoobobbobooboobooobooooo
gbooobuoobobbobooboobooobooooo
oo ooobooboboboboobooboon 32
gooobooboboboboobooboobonoog 36
gooobooboobobboobooboobononog 36
gooobooboobobboobooobooboooo 39

2= TS 2 T N R OURI NN

W WRNNNDNBRE
NP 0O ~N~N O N



O
O
O
a
O
O
U
U

000o0ob0ob0bOobO0o0obOobobobooobooonDo 46
O0o0obOobObo0obO0o0oboboboboooboonDo ss
00 0obo0ob0o0obobobooboo0oboobon 84

ob0ooboboboobooboboboboooboooboo 89
obooobobobobooobobobobooobooooo 89
ooooboboboboobobobobooobooooboo 93
oo oobooooooboooobOoboooog 9%
DAO0OO00O0OD0OO0DOO0OOO0ODOOO0OOODO 104

w00

e e e e e I

2-10000000000Db00b0o0bobogonD 8
220 000000000DL00Db0ObObOODbO0OD 10
230 000000b00b0oo0bobboOobogn 15
2-400 000000000000 0000O00Db0 19
4-100000000D000Db0OoO0DbOobDO0ODOn 36
4-200000000DO0O0DOODOODOODOO0 37
4-300000000Db00bOob0bOobo0oDoon 38
4-A00000000000DO0O0DO0ODODO0ODOO0 40
4-500000000000Db0OO0DOObDOO0ODbDO0O 41
4-600000000DO0O0ODOODODOODOO0 43
4-700000000D0O0ODOODOODOODOO0 47
4-300000000DL0O0DOO0DbOObDbO0ODbDOOn 49
4900000000Db0O0DbObODbUObDbO0ODOO s
4-1000 0000000000000 0O0ODODO0ObDOOsSS
4-110000000000000D0000000DO0O 58
4-120000000000000DO0O000O0O0ODOO 60
4-30000000000000DbO0b00000ODbO 62
4-140000000000000DO000O0OO0ODO0O 63
4-1500000000000000000000004 66
4-16000000000DOO0O0OODOO0OOO0ODOO 68
4-17000000000DO0000ODO0O0O00O0O00bOOd 69
4-18000000000DLO00LOODOObOOOb O
4-19000000000Db0O00bOODbDOObOOoOoDbg 72
4-20000000000DOOO0OODOOObOOODbg 73
4-21000000000O0000O0OO0OObOOoOobg 77
4-2200000000000000O0O0OO00O0O00bOOg 79
4-2300 0000000000000 O0Ob0O0ObOO 8o
4-24000000000000O0O0O0OODOOObOO 84
4-250000pearson0 0000000000000 88
5-10000b0b0oboo0boobobbobooonbo 91
520000000000D000DOODODDOODO0OO 91
oo
1-100000000000b00b00b0ooogs
2-100000000b0bD0booogobooogo s
2-200000000OO0bOoOoOoobUobboOooDOoDY
2-30000b0b0oooobooooobobooooooby
2-4000000000Db0O0DbOobbOOobO0ODbOnao
2-5000000000b0oo0bobobooboobon21
2-6000000b0O0DbO0bOobbOOobOObOn2?
2-70000b0bo0buoobobbobooboo2
Fl10b000b0boobuoobobboboobgooes

REFERENCES



0000000000 OoOoOoOoOoOOOOOOO0O[OOOloOn: http://www.kaspersky.comtw/0 OO0 (o0 OO OO OOOO
goO0oO0esnOl10l00 000000 @IeYUIILDODLONONOO0OOO0OULoOooooog:
http://www.dgbas.gov.tw/eyimc/switch6/law/af08.htm0 OO 000000 OO ODOODOODOOODOO OO0OOODOO0OOd
0@o1)OD 0000000000 DO0ODO0ODOO0OD46100230 D009 OO0 OU0OD-0D0000D0DO0UDUUDLDDOOO
O000O000OO06D DOODOOOOEIGSPSSOODDODODOOOD:DOO DODOEOYD200O O ODO0ODODODODOODODOO
O0000pptD OODDODODODRROI7ODODODODODODOD:00OO0O0OCO OO0ORIL)IDDUIODODODONDODONONDODODODODOODOOOooog
O00@oA)DDDODDODODODOD0OD: 000000000 DD DDNNNNNNNNNNDNNNNNNNNooooog
0000 I II0N0NN0NN0N0N0N0N0N0N0NNN0oooooo@eRiiood00o00ooo0ooon0 000000
O@oog)ODODODO-0000-00000000-000000000CNS270010 000(001) 000000 0vs.0000000O0O
00000 024-300 000D OODOODOODOOD0DODODOO0OOoOoooooMICODODODODOO1-1330 200101200 31
O 0O 0O O http://www.itis.org.tw/pubinfo-detail.screen?pubid=2460 OO0 OO0 OO0 @198 0000 O0OODOOOOO ODOOOOO
0@ OO0 (Interne)D 00 C0CCOCOCOOCOCOOCOOCOOCOOODOODOOOODO4-250 O0O0O(2001)0 0 1SO/TR 135690 O
0000000000Dodooooood: htp:.//www.fisc.org.tw/information/maz/19/p2 2.aspl OO O (1990 0000 0O0O0OO
ooOoOoOoOoOooeEnoa1-40 000ooog@enoooooon:0ooooooes-320 0ogogoooooooooo
0@2011)0 000000000 000000 Ansoff, H. 1., & McDonnell, E. J. (1990). Implanting strategic management. New York:
Prentice-hall, 403-429. Bass, B. M. (1990). From transactional to transformational leadership: Learning to share the vision. Organizational
Dynamics, 18(3),19-31. Bass, B. M., & Avolio, B. J. (1990). Full range leadership development. California: Mind Gradern. Inc. Bass, B. M., &
Avolio, B. J. (1994). Improving organizational effectiveness through transformational leadership. London: Sage Press. Bennis, W., & Nanus, B.
(1985). Leaders: The strategies for taking change. New York: Haper & Row. Berry, L. L., & Parasuraman, A. (1991). Marketing services:
Com-peting through quality. New York: The Free Press. Brooks, R. F., Lings, I. N., & Botschen, M. A. (1999). Internal marketing and customer
driven wavefronts. The Service Industries Journal, 19(4), 49-68. BSI (1999). “Information security management- Part 1: Code of practiice for
information security management", BS 7799-1:1999, BSI(British Standards Institution). Buell, V. P. (1984). Marketing management: A strategic
planning approach. New York: McGraw-Hillbook Co. Crawford, J. C., & Getty, J. M. (1991). The marketing of services: A quality perspective.
Journal of Professional Service Marketing, 8(1), 5-15. Croshy, P. B. (1979). Quality is free: The art of making quality certain. New York:
McGraw-Hill Book Company. CSI/FBI(Computer Securitylnstitute / Federal Bureau of Investigation ) Edvardsson, B., Larsson, G., & Setterlind,
S. (1997). Internal service quality and the psychosocial work environment: An empirical analysis of conceptual interrelatedness. The Service
Industries Journal, 17(2), 252-263. Garfield, G. (1994). Service imperative. Executive Excellence, 11, 1-19. Garnett, J., & Kouzmin, A. (2000).
Strateic change in organizational communication: Emerging trends for wealth formation in the new millennium. Strategic Change, 9(1), 55-65.
Garvin, D. A. (1984). What does product quality reaiiy mean. Sloan Management Review, 25(Fall), 25-43. Garvin, D. A. (1987). Competing on the
einght dimensions of quality. Harvard Business Review, 65(Nov-Dec), 101-109. Gronroos, C. (1990). Service management and marketing:
Managing the moments of truth in service competition. Massachusetts: Lexington Books. Hartline, M. D., & Ferrell, O. C. (1996). The
management of customer-contact service employees: An empirical investigation. Journal of Marketing , 60(October), 52-70. Heskett, J. L., Jones, T.
O., Loveman, G. W., Sasser Jr, W. E., & Schlesinger, L. A. (1994). Putting the service profit chain to work. Harvard Business Review, 72(2),
164-174. House, R. J. (1971). A path-goal theory of leader effectiveness. Administrative Science Quaterly, 16, 321-338. Jones, C. R. (1996).
Customer satisfaction assessment for internal supplier. Management Services, 40(2), 16-18. Keith Osborne(1988). Auditing The IT Security
Function, Computer & Secrutity, 17(1), 34-41. Kilmann, R. H., Saxton, M. J., & Serpa, R. (1985). Five key issues in understanding and change
culture. In Ralph Kilmann et al. (Eds.), Gaining Control of Corporate Culture. San Francisco: Jossey-Bass. Kirkpatrick, S. A., & Locke, E. A.
(1991). Leadership: Do traits really matter? Academy of Management Executive, 5(2), 48-60. Lindup, K. P.,(1995). "A New Model for Information
Security Policies”, Computer & Security, 14,691-695. McDermott, L. C., & Emerson, M. (1991). Quality and service for internal customer.
Training & Development Journal, 45(1), 61-64. Milakovich, Michael E. (1993). Leadership for public service quality improvement. Public
Manager, 22(3), 49-53. Olnes, J.,(1994). Development of Security Policies, Computer & Security, 13, 628-636 Parasuraman, A., Zeithaml, V. A, &
Berry, L. L. (1985). A conceptual model of service quality and its implications for future research. Journal of Marketing, 49(Fall), 41-50.
Parasuraman, A., Zeithaml, V. A., & Berry, L. L. (1988). SERVQUAL: A multiple-item scale for measuring consumer perceptions of service
quality. Journal of Retailing, 46(1), 12-40. Rausch, E. (1999). More effective leadership can bring higher service quality. Managing Service Quality,
9(3), 154. Reynoso, J., & Moores, B. (1995). Towards the measurement internal service quality. International Journal of Service Industry
Management, 6(3), 64-83. Robbins, S. P. (1993). Organizational behavior. New Jersey: Prentice-Hall Inc, 670- 673. Robbins, S. P. (2001).
Organizational Behavior. New York: Prentice Hall. Rusell, D. & Gangemi, G. T. (1992). “ Computer Security Basics” , California, U.S.A., O

" Reilly & Associates Inc. Schneider, E. C. & Gregory, W. T. (1990). “ How Secure Are Your System Avenues to Automation, Nov. Sherwood,
J.,(1996). SALSA: A method for developing the enterprise security architecture and strategy, Computer & Security, Amsterdam,15(6), 501-506.
Tunstall, W. B. (1985). Breakup of the bell system: A case study in cultural transformation. In Ralph H. Kilmannetal (Ed.), Gaining of the
Corporate Culture. 44-65. San Francisco: Jossey-Bass. Vandermerwe, S., & Gilbert, D. J. (1991). Internal services: Gaps in needs/performance and
prescriptions for effectiveness. International Journal of Service Industry Management, 2(1), 50-60. Wallach, E. J. (1983). Individuals and
organizations: The cultural match. Training and Development Journal, 37(2), 29-36. Yukl, G. (1994). Leadership in organizations (3rd ed.).



Prentice Hall International, Inc. Zeithaml, V. A. (1988). Consumer perceptions of price, quality, and value: A means-end model and synthesis of
evidence. Journal of Marketing, 52(Jual), 2-21.



