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ABSTRACT

In this thesis, We simulate wavelet hierarchical features, combined with the thelook-up table of Advanced Encryption Standard, and

the mix column’s finite fieldsGF(28) multiplication and addition, and propose a low-volume image encryptionalgorithm, which

considers digital image as a big block and encryption of the bigblock. The selection and generation of subkey depends on the user’s

key, make theencryption, decryption and key generation system use the same algorithm. Theresults (effects) of encryption and

decryption can be achieved by only changinglook-up table for encryption and decryption. The simulation results show the proposal

can effectively resists various attackswhen the encryption rounds are at least more than two rounds (ex. statistical analysis,differential

attack ....). Our proposal uses the hierarchical concept of wavelettransformation as the concept of the rapid diffusion and confusion,

with greatavalanche effect.
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