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ABSTRACT

Vehicular Ad-hoc Networks (VANETs) have a wide variety of applications, such as traffic control, incident notification, collision

prevention, disaster relief communication, etc. While the VANETs have been attacked, inter-vehicle communications and the

service of servers will be interrupted. In order to protect the communication security of VANETs, it is crucial to develop a group key

generation scheme. The traditional group key generation scheme establishes a group key by a specific user, and then transmits it to

other users in the group. This will result in huge resources consumption of the user vehicles. In addition, some scholars proposed

establishing the group key with the help of the trusted authority (TA), and then transmitted it to other users within the group.

However, the group key is transmitted to whole members one by one, so the above-mentioned schemes are inefficient. Furthermore,

since the vehicles are moved so fast, some members have left the group when the group members receive the group key. In addition,

the aforementioned schemes cannot achieve mutual authentication among users in the group, verify the correctness of the group key,

and preserve users’ rights when packets loss or damage in transmission occurs. Therefore, this paper proposes the authenticated

group key transfer scheme to generate groups keys by TA, and then to broadcast to the whole group members. The proposed

scheme cannot only verify the user’s identity, but also improve communication efficiency and enhance security protection.

Moreover, our scheme also possesses the fault-tolerant ability, which can remove malicious users effectively and still operate well

when the packets damage or loss occurs.
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