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ABSTRACT

At present, the smart phone system is developing vigorously, in which Android occupies most of the current market share, using the

open operating system to provide overall effective applications (APPs) for the users to install. However, while it provides protection, it

also brings harms just like a double-edged sword. Some malware may hide in the various Android APPs. This study mainly discusses

one of the Android botnets, which abuses the powerful connection function of Android. Its distributed denial of service

(DDoS)attacks have the features of the large-scaled botnet, plus the high mobility of the Android mobile device, so it will cause

greater harm to the targets than the conventional DDoS attacks, and it is hard to track the attack source. This malware makes the

Android connection slower, so that users cannot normally use the network service. What worse, the greater threat is that it blocks the

operation of servers; as a result, the uninfected Android smart phones can’t normally access the network services. 　　Nowadays,

most of the conventional DDoS detection mechanisms are in the server-end, which can only temporarily relieve the DDoS attacks to

stabilize the normal service, but don’t provide effective solution to the Android botnet problems. Furthermore, the conventional

detectors are not designed for mobile devices, so its design mechanism is not suitable for the mobile devices with low performance,

limited powers and less storage space. Therefore, in order to design an effective detection mechanism to unknown botnet malware,

this study first develops a kind of Android botnet malware based on the HTTP Flood attack, which is the most inundant DDoS

attack and is hard to detect; meanwhile, it cannot be detected by the well-known anti-virus software tools. Afterward, we further

develop a mechanism that cannot only effectively detect a wide variety of unknown botnet malware, but also detect the botnet

malware developed in this study. The performance evaluation and analysis reveal the proposed detection mechanism indeed has

high detection accuracy, and is superior to the related studies in terms of performance requirements and practical applications. Thus,

we affirm the proposed detection mechanism has extremely high practical application value.
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