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ABSTRACT

With the growing popularity of cloud computing, the security issues in cloud computing also emerge. Currently, information security

researchers are focusing on cloud data security, including cloud data privacy and confidentiality. However, the security protection of

the virtual-machine service platform in cloud computing is also crucial. The service architectures in cloud computing are based on

the virtualization technology, which can achieve rapid deployment, resources flexibility, rapid disaster recovery, cost reduction, and

so on. But even though the virtualization technology has the advantages mentioned above, it still has to be constructed based on

cloud operating systems. And once the cloud operating systems suffer the attack of malware, the virtual machines constructed using

the cloud operating systems will collapse. Therefore, the security protection of cloud operating systems is particularly critical.

Nowadays, more and more malicious programs are combined with rootkits to shield their illegal activities, and the result makes

information security defense encounter a great challenge. To the best of our knowledge, existing literatures are mainly aimed at

exploring protective measures for the Guest OS, while there are few researches involved in the security issues of the Host OS.

Therefore, this thesis will firstly try to develop a technology for detecting unknown kernel-mode rootkits in Windows host operating

systems for cloud compiting, and thus build the security infrastructure for the virtual-machine service platform in cloud computing.

As for the research procedure, we will firstly develop a new-typed driver-hidden rootkit for Windows host operating systems. The

proposed rootkit has the ability of escaping a wide variety of famous detecting software, and can be used to indicate the weakness of

those well-known detecting software. Afterwards, we have developed an effective mechanism for detecting driver-hidden rootkits,

including the proposed new-typed Rootkit threat and other existing rootkits. Through experimental test and analysis, we have found

that, in the aspects of detection rate, detection time, CPU usage rate and I/O usage rate, the proposed mechanism is much more

superior to the existing rootkit detection software developed by famous domestic and foreign anti-virus software manufacturers like

ESET, AVAST and Trend Micro. Thus, we affirm that the proposed mechanism is extremely practical in the real world.
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